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EXECUTIVE SUMMARY

TITLE: An Indonesian Surveillance and Security System

AUTHOR: Colonel Eko Budiono P., Indonesian Air Force.

There are many changes in the world today which in turn
will affect the regional balance of power: politically, eco-
nomically, and militarilly.

However, communism as an ideology is still the driving force
for the Soviet Union and Cina. A strateqgy to respond tc com-
munist threats in Southeast Asia has been complicated by a
communist regime in Vietnam,

Whatever strategy is adopted to respond to threats in
Southeast Asla, there will be an escalation of activities, es-
pecially in the maritime sphere. Today Indonesian maritime pa-
trol aircraft and detection instrument, even in conjunction
with the other ASEAN countries, are not sufficient enough to
cope with this hostile threat.

This study %ézgngihe requirements that$;urveillance and
control system must meet to provide security for Indonesian air
and sea space and proposes a system and development program.

It is also examines what part US security assistance could play

in establishing this system. Ky wovds: I‘f‘do“wl_‘\ Sysions mé&"‘qJCNNb
5uvve4l\ah%) qu‘,) Ai FOPCC_) SQ\&{‘\\G\R‘F ) BS‘\"\) U,V\AL[,( S+'\“<—Y) Mllt"('"-‘\ky
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AN_INDONESIAN SURVEILLANCE AND SECURITY SYSTEM

CHAPTER 1

- INTRODUCT ION

This study will examine the architecture of a future
Indonesian capability to provide surveillance and control of
its sovereign territory, and the contribution that US aid could
make to acquiry the system. The study approach will be framed
from Indonesian perspective and will focus on the ASEAN regiaon
tor at least two reasons. The first reason is that ASEAN is
given top priority in Indonesia‘s foreign policy. Indonesia’s
perception of national security 1s directly linked to its
concepts of Southeast Asia as a whole. It is in this context
that Indonesia views threats from external forces, particularly.
the great powers, and problems from Sino—-Soviet and

Sino-Vietnam relations.

The second reason for the ASEAN focus is that Ilndonesia’s
. concept of regional security cooperation includes assuring
cooperation with its ASEAN neighbors for security of sea lanes.
Although there are a great number of other issues related to

national and regional security, this study will be limited to




those issues which are most relevant to regional cooperation in
developing a surveilance and security system to control the
strategic maritime straits.

One hardly needs to quote elaborate statistics to
demonstrate the importance of sea lanes of communications on
which so many countries depend for trade and the transport of
energy and other critical materials. The security of the sea
lanes in ASEAN waters is, therefore, of the utmost importance.
The possible threats to Southeast Asian sea lanes come from
mixture of national, regional and extra regional source.
Furthermore, possible threats to security of sea lanes may take
a variety of forms. In the case of the Mallaca and Singapore
straits, the territorial waters of adjacent states cover the
straits. Meanwhile there are other sea lanes and straits in
Indonesia’‘s archipelago, such as Makasar and Lombok straits,
far which a single nation provides security and freedom of
passage.

In view of the importance of these sea lanes of
communications and the critical straits, Indonesia needs to
develop a conceptual plan for a surveillance and security
system to control these important regions. The outcome of such
a plan should define operational requirements for both national
and multinational capabilities to deter or defeat threats in

the future. This study will examine the existing capabilities




in Indonesia and then propaose the best course of action to
acquire a surveillance and security system that satisfies both

national and regional security needs.




CHAPTER 11

SOURCES AND FORM OF THREATS

The super powers interests and global strategies and
unequal econamic distribution in the area are most likely to be
the "causa prima" of political instability in the region. This
instability will in turn create and escalate the seaborne
traffic intensity as of result of rising demand for both
miiitary and economic cargos. There are also other reasons
such as navigational and geographical conditions that could
create an "unsecure condition" in these specific areas but the
nature of this threat may not be as big danger as that +from
political instability.

Navigational and Geographical Conditions. From this first

category we may cite particularly the danger of groundings and
collisions. These are related to the condition of maritime
narrows and the sice, speed and number of vessels using the
waterways. Unless the coastal states, in conjunction with the
external powers cconcerned, succeed in dealing with the problem
of navigational safety, an accident may occur in a critical
maritime narrows that impedes traffic and creates crisis. Such
dangerous conditions could be created by accidents involving

super tankers, submarines or aircraft carriers.

4




Military Threats. Despite the improvement in relations

with the West, the Soviet Union is likely to caontinue to
increase its military presence in the area by using Vietnam as
a proxy. Although the Soviet Union has reduced the number of
ships and aircraft in Vietnam, as well as the tempo of
operations, they retain the capability to employ military force
to protect Soviet interests in the region. Whatever the Soviet
interest and strategy, her presence would affect the frequency
and intensity of the traffic which in turn would endanger the
region’‘s security and prosperity.

Sino-Soviet—-Vietnam Relations. Until 1975, three communist

capitols, Beijing, Moscow, and Hanoi, were united in a seeming
bond of fraternal alliance and friendship against perceived
neocolonialism and aggression. Since 1970, however, their
relationships have virtually reversed; Hanoi and Moscow formed
an alliance, Beijing and Hanoi not only broke relations, but
clashed in a border conflict, and China and the US established
closer ties. ASEAN, for its part, built a loose coalition of
states as a counterweight to the Soviet backed Vietnamese
domination of Indochina. While Sino—Vietnam relations remain
frozen, a new element complicating the communist triangular
relationship seems to be emerging as a normalization process
has begun between Beijing and Moscow. In this context the

Soviet strategic concept is closely linked to her global




interests. Indeed, Soviet strategic doctrine represents a
system of scientifically substantiated, officially approved,
views on preparation for a victorious conduct of diplomacy and
war in defence of the Soviet Union. The fundamental
operational objective guiding Soviet strategy is the
advancement of Soviet power to assure her security and survival
are not threatened. Inherent in this are several corollaries
involving objectives that enable Moscow to deal with the rest
of the world from a position as a super power and to sustain
its role as a global rival of the US. One corolarry is to
maintain a "relatively" strong military position, to cope with
any possible threat from Beijing, and the second, to pursue a
policy of peaceful coexistence and expansion of influence and
power in the third world.

Feijing's strategic planning responds to Moscow. China
espouses adherence to five principles of peaceful coexistence
in developing relations with all countries while opposing those
who seek to build hegemony. In response to Soviet encircling
maneuvers around . s frontiers, China developed a counter
encirclement strategy aimed at the USSR. In operational terms
this consisted of diplomatic manuevers that balanced the two
supetr powers while China concentrated on establishing itself as
a leader of the third world.

Militarily, it seems that China will develop relatively




strong and well equiped armed forces to support her interests
and strategy, including a blue water navy which can be

projected into the South Pacific.




CHAFTER 111

THE FUTURE OF ASEAN

Based upon the international environment in the second
half of the 1980s, the coming decade is very likely to
differ i1n many ways from the years before. Certainly, not all
of the changes at present are of direct relevance to ASEAN.
However, some changes are likely to result in an international
environment in which fierce competition will prevail, be it
political, econaomic or military in nature. Accordingly, ASEAN
is challenged to formulate an appropriate response in order to
maintain political stability and continue their relatively
rapid economic development. This is needed because both the
Soviet Union and China have embarked on a new development
policy, leaning strongly toward the market mechanism, although
they differ in the extent to which they adhere to the new
policy.

The members of ASEAN have expressed a desire to establish a
regional order in Southeast Asia which is expressed in the
concept, or ideal, of a Zone of Feace, Friendship and
Neutrality (ZOPFAN). In essence, it is a concept in which
Southeast Asians themselves are capable providing their own

security and determining their own future. The idea implies a

U




structured relationship among the Southeast Asian countries, as
well as their collective relations with countries outside the
region, and with the superpowers in particular. However, the
realization of this ideal rests primarily on the successful
development of the national and regional resilience of the
Southeast Asian countries. The objective will be to build
cooperation and prevent conflict among neighbaring countries.
The establishmant of ASEAN has greatly enhanced mutual trust,
understanding, and mutual assistance among its member
countries. This contributes to their ability to manage future
crises situations that might emerge. Potential examples might
be border praoblem between Malaysia and Thailand, or Malaysia
and Indonesia.

LOW INTENSITY CONFLICT

Another threat to Southeast Asia which must be considered
is internal or domestic conflict especially in Indonesia, the
Fhillipines, and Cambodia. Although the nature of
low-intensity conflict in each of these coutries is unique and
unrelated, the source of the conflict is still the same: it is
"communism”. United States interests in low-intensity conflict
and the outcome is also different in each case. But that is
not to say that US response to one conflict will not be without
effect on others.

In Indonesia, under the leadership of President Suharto,




the Indanesian Communist Farty (PKI) was destroyed during an
abortive coup attempted in 1965. Since then the PKI has been
banned because it was the most dangerous and the largest
communist revolutionary movement in East Asia. Subsequently
the government stabilized and gradually modernized the country
in one of the most astonishing turn-arounds in the Third World.
But the danger of communism remains and is based on their
revolutionary doctrine and strategy. American policy towards
Indonesia has consistently taken a geopolitical stance, with
the exception of some human rights pressures during the Carter
administration. Indonesia’s record of stability and
development the past 25 years has been an anchor for ASEAN, and
ASEAN’'s progress should be considered as a positive
contribution to US interests in the region.

The Fhilippines figures even more prominently and directly
in United States interests in Southeast Asia. The two
countries have a special relationship, and the US military
power in the region, projected in part on behalf of ASEAN,
depends on two critically located (and nonreplaceable)
Phillipine military installations: the Subic Bay naval complex
and Clark Air Base. American military operations out of these .
Phillipine bases underwrite the strategic balance in Southeast
Asia, a balance which wavered dangerously following the

Indochina war an the mid—-1970s.
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Now a very different transition and challenge is underway in
the Fhillipines, one in which the United States is supporting
the building of a democratic polity by a nonauthoritharian
regime attempting to pull the country out of years of
socioeconomic malaise. The key to American policy in support
of Philippine‘'s effort to quell its low intensity conflict lies
in broader kinds of policy support. The insurgent challenge in
the Fhilippines is a symptom, not the cause.

The war in Cambodia, while perhaps of less significance to
the United States than events in the Philippines and Indonesia,
impacts US interests because so many countries, both friendly
and adversary, are involved. Wherever the Soviets are in East
Asia, the United States automatically must be alert. And when
& treaty ally, like Thailand, has its security threatened, it
concerns the United States. Neutralization of Cambodia would
have the advantage of converting the violent contest into an
economic and political contest. Whichever policy track the US
adopts in the future, it is clear that the conflict in this

area is the product of complex multilateral forces .

According to Frofessor Sam Sarkesian’'s spectrum of
conflict, there is a range of relative likelihcod for a
particular level of conflict or warfare to be reached. (1:195)
The range is from the lowest level of con*lict to the ultimate

as a high intensity and full scale nuclear conflict. The level
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of conflict is usually unpredictable and without any sig-
nificant and clear symptoms for a change from one level to the
other. Recent events, such as arms control developments and
Mr. Gorbachev’'s policies of Glastnost and Perestroika, do not
mean that the Soviet Union is necessarily commited to a more
peaceful world environment. The probability that low intensity
conflict will seriously affect the Southeast Asian countries
grows mare and more imminent with each passing day. In turn

this will also affect the US interests in the area.

Based on the unequal economic distribution and wealth in
the area, and the premise of an increased probability of low
intensity war in Southeast Asia, there needs to be a greater
emphasis placed on containing threats imposed by whatever types
of hostility or conflict. These include:

a. Infiltration

b. Subversion

c. FBorder violation

d. Smuggling

e. Other activities.
Therefore Indonesia needs to place greater effort into
improving its performance and capability to cope with this type
of "limited war" around its periphery and internally. The
design and structure of this capability could be an independent

Indonesian system, or part of a system based upon broader ASEAN

12




interests. This could focus on the three nations of Indonesia,
Singapore and Malaysia as part of a security system for the
Mallaca Straits. Alternatively, it could be part of a broader
arrangement, if extra-regional interests in the economic and
military importance of critical sea lines of communication

(SLOC) are considered.

Figure 1 shows these critical SLOCs. The remainder of this
study examines alternative proposals to provide security for
these SLOCs and for Indonesia’'s territorial land, air and sea

space as well.
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CHAFTER VI

THE INDONESIAN AIR/MARITIME SURVEILLANCE AND

SECURITY SYSTEM TODAY

Based on Indonesia’s national policy and interests, and
alsa derived from the National Defense and Security Policy and
Strategy, the Indonesian Air Force developed programs and
strategy based on basic ideas and perception about the internal
and external environment. The criterion and consideration for
these programs must align with accepted concepts and consensus.
These 1nclude an archipelago concept, an exclusive economic

zone, and a national strategy.

An_Archipelago Concept. As the name indicates, this

concept comes from the fact that Indonesia is an archipelago.
It 15 a string of islands along the equator from Irian Jaya
(West Irian) to the Sumatra islands. These islands are
inhabited by some hundred separate groups of people with
different ethnic and cultural origins and beliefs. From this
diversity, after a long and difficult historic struggle, came a
unity which is presently Indonesia. The lndonesians believe
that the process should be continued and defended as a
political, economic, and sociocultural entity. (2:7)

An _Exclusive Economic Zone (EEZ). An extension of the




archipelago concept is the EEZ policy. It extends Indonesian
sovereignty over the natural resources found within the zone
that should be defended as part of Indonesia. However, the
definition of Indonesia‘’s EEZ is still being developed in term
of border agreements with the neighboring ASEAN countries such
as Australia and Fapua New Guinea. In 1990, for instance, a
general agreement signed on resources exploration in the border
area between Indonesia and Australia. But the South China Sea
promises to be a very difficult regional problem to resolve.
Abaut nine countries surrounding the area make claims on
islands which have high strategic value, even for the major
powers. (2:8)

Strateqy. Based on the above analysis of factors the
principle threat to Indonesia against which a future
surveillance and control system should be focused is
"territorial vioclation" in its various forms. Also, in line
with the strategy of the "People’'s Defense and Security System"
of the Indonesian Armed Forces, the objective of the "National
Air Defense And Security” is to develop a relatively modest
"ready and effective Air Force with sufficient reserve", to
perform its mission:

a. To secure freedom and sovereignty

b. To secure command and control of the air

c. To protect the vital and strategic areas

1a




d. To maintain stability and cooperation in the area which
in turn would increase the national) and regional resilience as
well.

Consequently, the Indonesian Air Force should align its
development program with the national strategy and give
specific consideration to the objectives of Indonesian national
pawer. The most impartant considerations for the Air Force can
be summarize as:

a. To increase its Maitime Air Patrol capability

b. To increase its Air Defense Capability

c. To increase its Airlift Capability

d. To increase its Tactical Air Capability. (2:9)
Although this study will focus on the Maritime Patrol and Air
Defense capabilities, bear in mind that the other elements of
war fighting capabilities are also required.

The present air/maritime surveillance and security
system basically depends on one reconnaissance squadron, No 5,
equipped with Boeing 737 and UF-1/UF-2 aircratt. Additionally,
the Indonesian Navy has a modest naval air capability. No S
Squadron is a subordinate of one of the two Air Force
Operational Commands: Air Force Operations Command II (AFOCOM
11). AFOCOM Il is directly under the Commander in Chief of
the Armed Forces for the conduct of operational missions . The

missions of AFOCOM II Commander are to develop and maintain

1




operational readiness of all the Air Force combat units under
itis command; to caonduct air operations in his area of
responsibility; and to conduct air surveilliance and air
reconnaissance throughout the country, including the Exclusive
Economic Zone.

It is currently beyond the capability of the Air Force,
even in joint operations with naval maritime surveillance
assets, to provide adequate maritime surveillance and
recconaisance. The only detection capability on the aircraft
is Side Looking Airborne Maritime Radar( SLAMMR ) with a
coverage area about 100 NM at a flight level of 25.000 feet.
However at this altitude it is difficult to positively
identifying vessels or other object detected on the radar. The
total area that should be covered by surveillance is about 3200
by 1100 nautical miles in size, or 3,520,000 square miles.

This is a difficult mission for the Air Force and the Navy to
accomplish under such condition describe earlier. Figure 2 and
3 shows the current capability to provide differing levels of
surveillance using three posessed 737 airplanes with SLAMMR.
This does not provide an adequate level of surveillance. The
prablem is even further complicated if we add a mission to

respond to a submarine threat. (3:18%5)

These problems are not cited to dramatize or exaggerate

the weakness and adverse conditions of the Indonesian




circumtances, but to help define the requirement to develop a

Figqure 2

Designation of Area Coverages

CLASS 0 AREAS—NO AIRCRAFT PATROL COVERAGE REQUIRED:
o NO FISHING OF CONSEQUENCE
o NO SMUGGLING PROBLEMS
o NO ILLEGAL ENTRY PROBLEMS
» CHARACTERIZED BY EXTREMELY DEEP WATER BORDERING OPEN OCEAN

CLASS 1 AREAS—ONE AIRCRAFT PATROL PER WEEK REQUIRED:
o SECONDARY FISHING AREAS
o NO SMUGGLING PROBLEMS
o NOILLEGAL ENTRY PROBLEMS

CLASS 2 AREAS—TWO AIRCRAFT PATROLS PER WEEK REQUIRED:
o PRIMARY FISHING AREAS
o NOSMUGGLING PROBLEMS
o NO ILLEGAL ENTRY PROBLEMS

CLASS 3 AREAS—THREE AIRCRAFT PATROLS PER WEEK REQUIRED:
o PRIMARY FISHING AREASWITH.
o SMUGGLING PROBLEMS AND/OR
o ILLEGAL ENTRY PROBLEMS

1<




Figure 3

737 Indonesian EEZ Coverage

WEEKLY |TOTAL FLIGHT Anucovmmummn
COVERAGE| DISTANCE | TOTAL FLIGHT
RATE (NM1) TIME (HOURS) | CLASS 0 | CLASSS
ITIMES 13,050 3169 - 12,800 m,oso
TWICE 9,870 2550 8320 | 278,855 | 568,770 -
ONCE 3,300 8.79 33210 | 402,616 3.0 0%
ZERD - - 13,10 4,800 3,520 1.8
TOTALS 26,220 62.98 154 m 699,070 | 576,000 | 413400




"sufficient" and relatively "safe" environment that will
suppart the government’'s development program. The Indonesian
Armed Forces (ARMFOR) have established a joint operations
doctrine for the surveillance and security missions. The Air
Force, including the Air Defense Command (ADC) and the Navy,
then elaborate and break the doctrine down to Standing
Operating Procedures (SOF) at squadron level. Unfartunately,
the current operational capabilities do not provide the minimum
requirement to meet the security objective. Both commands,
AFOCOM and ADC, have developed their functional elements and
capability to detect, identify, intercept, control or destroy,
to the maximum degree possible based on the equipment available
in the system. There are still border violations, unconfirmed
natural resources exploration by foreign countries, and even
drug smuggling and piracy operations in the area. The
acquisition and development of Indonesia’‘s future surveilance |
and security systems must deal with these threats, and at the

same time be realistic in terms of affordability.

".-1




CHAPTER V

THE SURVEILLANCE DEVELOPMENT PROGRAM

Economic Considerations. Indonesia‘s economy is undergoing

a period of considerable difficulty and stress. During the N
past three years Indonesia has experienced pressures on its
cash flow position as the result of a sharp increase in her
budgetary and spending requirements at the very time revenues
have gone into a temporary, but abrupt declipe. Indonesia“s
foreign debt repayment obligations have risen concurrent with a
25% drog in o0il prices. Thais has placed Indonesia‘s economy
under pressure and has strained its short term resources. This
condition is expected to continue over the near term, hopefully
1t is only a temporary set back which sound management and
determination will successfully overcome.

Other considerations which will affect the development of
new capabilities and systems are: technology, sociopolitical
development, and defense-security issues. These considerations
will not be discussed in more detail at this specific juncture,
but they will influence the of obligations of the DOD and Armed
Forces HQR in shaping their planning and programming process.

Frogramming Considerations. Based on the above, the sur-

veillance system development program can be broken down into a




more detailed Defense Military Estimate. The major program el-
ements considered in the estimate are:

a. Defense spending and budget

b. The system’'s saftware and hardware

c. The employment strategy

The software is the most crucial and fundamental element.
it will be a major challenge to define and program a replace-
ment for the present surveillance system (Figure 4) while still
meeting budget constrains and technology requirements. Manage-
ment Information Systems (MIS), which are key to
interoperability and command and control, should be developed
and considered as first priority items. The joint surveillance
system capability desired by the Armed Forces can be achieved
by exploiting the capabilities of the PALAFPA B II COMSAT. The
Management Infarmation Systems, which is a main part of the
system, and provides interoperable command and control, should
be built up first. The advantages and privileges from the
FALLAFA B 11 COMSAT make the Joint Surveillance System desired

by the ARMFOR feasible.




Figqure 4

Operational Concept

¢ GURVEY

o DETECT

o IDENTIFY/INVESTIGATE

o MONITOR/SUPPORT )
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From a military standpoint the MIS data base can be stored
anywhere it is operability feasible. The infrastructure and
level of Indonesia’s communication industry, coupled with
available assistance programs, offer a good prospect for
relatively advanced technology in the system design. This is
an economically feasible solution.

The system will be interlinked and sychronized with the
Section Operation Center (S0C), Region Operation Center (ROC)
of the Air Defense Command, and the Joint Operation Center (RDA
- Ruang Yudha ABRI), which is the focal point of the Indonesian
Armed Forces National Security and Decision Making System. The
communication and data exchange should have a high level of
survivability and interoperability via an integral digital
air/ground communication system. It will probably take about
one year to complete the Freliminary Frocess, and then go to
the Review and Update of the system design. A second year will
be required for fundamental hardware development, including
Frocurement, and the Assembly process will take another one or

two years to accomplish (Figure 5).
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Flanning Considerations. Flans for developing a future

surveillance program must take into account the economic
consideration of national power in addition to alternative
levels of capability and performance. Although Indonesia, or
‘even the ASEAN as a whole, can not afford to develop expensive
system such as the $4 billion Global Positioning System (GPS),
there are affordable alternatives that will provide a
capability to enforce national sovereignity. Development must
also balance regional interests and address the political and

military trends discussed in chapter 1I and III.

System's Hardware Considerations. There are many options
of hardware suitable and available for Indonesia to develop a
Surveillance and Security System. They are reliable,
sustainable, and have modern technolagy, but there are some
problems that will arise, especially concerning the ARMFOR's
budget and development program.

1. Space based System. Surveillance satellites would be
the most effective system for a specitic area in the Indonesia
ar ASEAN regiron. The sensors or optical system are orbited at
altitudes of 250 to 500 km. The systems utilize photographic
films, or charge coupled devices which record the optical image

in digital forms. Several images are taken simultaneously
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covering a broad spectrum. The data package thus collected is
encrypted for transmission. This can be directly commanded by
the ground station (RDA/ADC) or sent automatically once the
satelite is 1n a favourable orbital position in relation to a
ground station or relay satelite.

Upon recepltion, the data 1s processed by the main computer
and can be retrieved. The analysts are then able to obtain
analog format images and data concerning particular
geographical areas on a specific date and at a precise time.

Unfortunately, according to a space expert source, to ob-
tain near full time coverage requires a large constellation of
satelites: up to twenty. These would cost between $500,000,000
to %1,000,000,000 US each. (4:240)

2. Over The Horizon (OTH) Radar. The system is relatively

well known in its long range version using high frequency wave
propagation. It bounces signals off the ionosphere in order to
detect ships and aircraft at ranges between 1,000 and 3,000 km.
Some of the radio energy is scattered back from the target and
returns to the radar receiver, again via the ionosphere. The
signals that are reflected back to the receiver from targets
are normally well below the background noise level, and can be
detected only because the transmitted pulses are coherent,
extremely stable in both frequency and phase, and have Doppler

frequency shift due to target motion. If the returns from the
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successive pulses are integrated over a period of time, the
background radio noise and sea clutter will be largely removed
by Doppler velocity filtering from the integration process,
leaving the target returns visible above the residual noise.
(5:501)

Although it has limitations, surface wave HF radar has now
been shown to be capable of providing reliable and effective
early warning coverage of a given coastal area at what Marconi
claims to be something like ten percent of the cost of an
airborne system based on AWACS. In Australia the experimental
Jindalee system has been working successfully for some time.
This major program is estimated to cost some A$300,000,000 for
three stations. (5:502) Thus, Indonesia will need about nine
stations at an estimated cost of A%$1,3500,000,000 to cover the
proposed area.

3. GShipborne Radar. Shipborne OTH surface wave radars

are attracting renewed attention. Their ability to provide
early warning and their potential effectiveness against targets
using stealth techniques is good. At frequencies below about
Z200MHz typical target dimensions approximate to one wavelength,
antd can set up a resonance effect that allows the target to be
detected at extended ranges. A comparatively inexpensive sys-
tem can be provided by coupling specialised proccessing with

standard HF communications equipment. Marconi radar systems
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has carried out several trial programs on land and at sea, and
the UK’'s Admiralty Research Establishment has tested such a
system aboard the fleet auxiliary, Grey Rover. The research is
also examining bistatic operatation, with multiplexed data be-
ing transmitted between ships or exchanged with a shore sta-
tion, to increase platform survivability and to overcome prob- N
lems of target disappearing when they are on a radial
flightpath and hence produce no Doppler shift. Ranges of 100
km have been achieved, but not wih sufficient accuracy for
targetting. (&:667)

For a relatively modest Indonesian Navy, tens of new ships
plus the radars would have to be built to cover the entire re-
gion. This system would be more effective as a gap filler for
the entire surveillance system.

4, E—-2C AEW Aircratt. The E-2 Hawkeye was developed as a

carrier—-borne early warnig aircraft, but is suitable also for
land based operations. The Hawkeye can maintain patrol on a
naval task force defense perimeters in all weather, at an oper-
ating height of about 30,000 ft, and can detect and assess any
threat from approaching enemy aircraft over ranges approaching
260 nm. AN AN/AF5-139 radar system superseeded the earlier
AN/ARS—125 and AN/APS5-138 in new production E-2Cs in 1988. A
retrofit programme is in progress for all previously delivered

aircraft. The system includes a new total radiation aperture
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control antenna (TRAC—A) to reduce side lobes and offset in—
creased jamming threats. The radar is capable of detecting
airborne targets anywhere in a three million cubic miles sur-—
veillance envelope while simultaneously monitoring maritime
traffic. Long range detection, automatic target track ini-
tiation and high-speed processing combine to enable each E-2C
to track, automatically and simutaneously, more than 2000 tar-—
gets and tuo control more than 10 airbarne intercepts.
A Randtron Systems AN AFAR-171 antenna system is housed in a 24
ft diameter saucer shaped rotodome, mounted above the rear
fuselage of the aircraft, which revolves in flight at & rpm.
The Yagi type radar arrays within the rotordome are interfaced
to the onboard avionic systems, providing radar sum and differ-—
ence signal plus IFF,.

The AN APS5-139 search radar can detect targets as small as
a cruise missiles at ranges in excess of 145 nm. It can also
mcni tor movement of enemy ships and land vehicles. The AN
ALLR-73 passive detection system alerts operators to the pres-
ence of electronic emitters at distances up to twice the detec-
tion range of the radar system, thus expanding significantly
the surveillance capability of the E-2C

The Royal Singapore Air Force built a full system for about
Uus $500 million, and the estimate price for one of their four

E-2C is about US $50 million.




Appendix B provides details on the E-2C Hawkeye. (7:8%4)

5. Aerostatt HBalloon. Generally speaking, these vehicles

can carry many different surveillace instruments and are
relatively very cheap. But this system is very vulnarable to
the weather conditions, especially the tropical rainstorms that
are frequent in Indonesia. It is therefore not considered fur-
ther.

6. The Global Fositioning System (GFS). An effective sur-—

veillance and security system must be based on plans thattake
into account the important factors of timing, coordination and
a precise knowledge of terrain. The Global Positioning System
would enhance the planners ability to exploit these principles.
The GFS will have a significant impact we conduct of surveil-
lance and security operations, including the deployment of
weapon systems. But how the GPS will contribute to system de-
s1gn depends on the planner’'s knowledge of the system.

The potential GPFS users include existing military and civil
ground, sea and air host vehicles, and space platforms, as well
as new generations of users equipped with GPS receiver sets. As
a result, a worldwide user community is expected, presumably
including ASEAN, that will be affected by the availability and
application of this technology.

The NAVSTAR GFS is a space-based radio positioning naviga-

tion and time transfer system that operates on two




L-bandfrequencies: 1373.42 MHz (L1) and 1227.6 MHz (L2). The
GFS is comprise of three major segments: a space segmer.t, a
controlsegment, and a user segment.

There are many benefits the ARMFOR can get from the appli-
cations of the GPS for both military and civil operations. The
system can pick up a precise three dimensional position
relative to friendly and hostile activities based on the World
Geodetic System 17984, on which the data can be standardized.
The UE set then will convert the WG5 into other datums when op-
erating with other maps and data products. More complete in-
formation on GFS is in Appendix A. (8:1)

Summatry. Despite their vulnerability to homing missiles
and jamming, radar systems will remain the prime source of
detection and control, for application in surveillance system.
A Spaceborne Surveillance System is costly, and in the military
sphere they are dedicated for strategic surveillance.
Cosequently information about these systems and their nature is
extremely limited. However, Indonesia or the ASEAN might re-
ceive information from US resources concerning hostile threats
if their sovereignity is at stake.

For very long range detection the backscatter type of OTH
r-adar would be the answer, but they present somewhat of a
problem in forecasting their future use in Indonesia‘s Surveil-

lance System. Although they provide detection out to very long




ranges, the cost in time and development, installation and
maintenance is extremely high.

Although a great deal of emphasis is placed upon air
surveillance, it must not be forgotten that surface search
radar plays an important part in overall surveillance,
especially in the defence aspect. The greatest problem in .
surface surveillance is the range of the system which is
largely limited by the height that the antenna can be mounted
on the ship, and the weight/size of the antenna itself. In ln-—-
donesian’'s situation, it is not the right time to build such an
armada for this specific purposes of surveillance.

Alsa the aerostatt balloon will not provide suitable
results.

Finally, the £-2C is most likely to be the best answer for
Indonesian surveillance system. The reasons are:

1. The aircraft is the least expensive compare with the
other hardware.

2. Based on its avionics performance (Apendix B), it is
the most effective vehicle for the time being.

3. The US Navy is going to reduce its budget, presumably .
including its aircraft, and hopefully the US government would
make sales of any E-2C available to Indonesia.

4. Indonesia will need two aircaraft, and then the rest of

the entire system can be done by IPTN (Indonesian Aircraft
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Factory), under the US avionics producers supervision and li-
cence. The avionics can also be attached to the Cassa 2335.

5. The system would not only be used for surveillance pur-
pases, but could be integrated as a defence system under the
ADF.

Force Structure and Employment. Indonesia would deploy
the system’s forces in those areas where border violation and
smuggling have happened frequently. These are by priority the
Mallaca straits, the Sunda straits, the Makasar and Lombok or
Sumba straits, and the Banda Sea.

The basing system would be organized and synchronyzed as
part of AFDCOM's strategic basing plan. During peacetime the
force will operate under the Territorial Command in
coordination with the Naval Fleet Command. Basing under a
higher intensity conflict management system is looked at in

Figure 6.
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CHAFTER VI

CONCLUSION AND RECOMMENDAT ION

CONCLUSION

The security of the sea—-lanes in ASEAN waters is of utmost
importance to Indonesia and many other nations whose economic
well being depend on trade and the supply of energy and other
materials transported by sea.

The majoraity of world coastal and archipelago states have
established 200-mile Exclusive Economic Zones to protect and
control their fishery, mineral, petroleum, and other resources.
This makes the actual enforcement of national sovereignty over
their respective EEZ a major problem area. It also raises
potential problems from conflicting claims between adjacent
atates such as between ASEAN countries and Australia, Vietnam,
and China.

The danger ot oil spillage or collision caused by sea
borne traffic through the narrow passage choke points of SLOCs
in Southeast Asia present a relatively low military security
trisk to the region. An improve Surveillance and Security
system can further reduce any risk.

However, the Soviet military buildup and her political

&7




influence since the departure the US from Vietnam, put po-
litical and economic responsibility on the members of ASEAN.
The Soviet Union’s strategic conception of international com—
munism with Vietnam as a proxy will be a greater threat to the
region’s stability in the coming years, eventhough East-West
tension has diminished.

From the Indonesian perspective, the countries of the region
should increase their efforts to respond to hostile communist
activities such as territorial sea and border violations.

At present, Indonesia’s Air Maritime Surveillance and
Security System is unable to meet national requirements. The
system chould be upgraded quickly with the soft—ware receiving
priority as the element that provides interlink and
interoperability. Use of the E-2C Hawkeye and the GPS would
enhance Indonesian capabilities and benefit ASEAN as well.

It would be i1n the interest of the US government to provide
assistance to Indonesia and ASEAN in developing a capability to

provide securibty in the critical Southeast Asia region.

RECOMMENDATION

An Indonesian Surveillance and Security System, as an in-—-

tegral part of the National Strategy and Development Program,




should be moved tao first priority to enhance the security and
prosperity of Indonesia and other regional nations.

The E-2C Hawkeye is the most effective and the least ex-—
pensive hardware, even compared with Boeing 737 modification
and retrofit. The GF5 is the another reliable and affordable
instrument system compared with the ARMFOR ‘s present Surveil-
lance and Security System.

Should the US move out of the Philippines bases, then Indo-
nesia should increase its effort to acquire a new Surveillance
and Security based on her regional leadership perspective and
for the benefit of ASEAN.

The US Government should help ASEAN in this respect because
most of the ASEAN countries are economically "weak" and could
not aftford to develop the required systems, especially the ad-—-

vance technolagy such as the space based and OTH radar systems.
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AFFENDIX A

THE NAVSTAR GLOBAL. POSITIONING SYSTEM

In the coming years there will be available space systems
which will provide global coverage with position determination
from such satellite-based systems as The US Global Positioning
System (GF5;, the Soviet Global Navigation Satellite System
{(GLONASS) , and the European Space Agency NAVSAT . The Soviet
BLONASS, considered a virtual replica of US's GFS, is expected
to be fully compatible and incowrporable. Europeans are propos-—
ing a refined version of the NAVSAT satellite-based navigation
network as a system that initially would supplement services
provided by GFS and GLONASS.

a. The Space Segment. The GFS Space Segment, when fully
aperational, will be composed of 24 satellites (including three
operational spares) in six orbital planes. The satellites will
operate in circular 20,200 kilometers (10,900 NM) orbits at
an inclination angle of 55 degrees with a 12 hour period. The
precise spacing of satelites in orbit will be arranged such
that a minimum of four satelites will be in view of any user, .
thereby ensuring world wide coverage. Each satellite is de-
signed to transmit an L1 and L2 signal. .1 carries a precise

(F) signal and a coarse/acquisition (C/A) signal, while L2 car-
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r1es the F code only. Superimposed on this signal will be
navigation and data including satellite ephemeris, atmospheric
propagation correction data and satellite bias information.

b. The Cantrol Seqgment. The Control Segment includes a

number of monitor stations and ground antennas located through-
out the world. The monitor stations use a GFS receiver to pas—
sively track all satellites in view and thus to accumulate
ranging data from the satellite signals. The information from
the monitor stations is processed at the Master Control Station
(MCS) to determine satellite orbit and to update the navigation
massage of each satellite. This updated information is trans-—
mitted to the satellites via ground antennas.

. The User Segment. The user segment consist of User

Egquipment (UE) sets and associated support equipment. UE sets,
utilizang data transmitted by the satellites, derive navigation
and time information for local use. The application of the GPS
UE 1n various types of host vehicles, used under wide variety
of operational conditions has led to the development of three
types of the UE Sets: Low Dynamic (one channel); Medium Dynamic
(two charmnel); and High Dynamic (five channel).

The five channel set continuously tracks and monitors four
satellites simultaneously and is normally used in a vehicle op-
erating in a high aynamic and or high jamming environment, or

in a vehicle where fast acquisition of GPS signals is required.
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The fifth channel is used to improve LIE s=2t performance such as
in a jamming environment.

Where operational cenditions such as vehicle dynamics, op-
erating time constraints, and jamming levels are less strin—
gent, the one or two channel set may be used. The one channel
set tracks and monitors four satellites sequentially.

In the two channel set, one channel sequentially tracks four
satellites while the second channel performs background func-—
tions including the search for a rising satellite. Four satel-
lites are normally required for navigation purposes to estab-
lish a three dimensional position determination and to estimate
the user ‘s clock error

Applications. In air and naval military operations some

of the application of the technology are:

a. Frecision Survey

b. Fhoto Reconnaissance
c. Target Acquisition
d. Rendec-vous

e. Search And Rescue

f. Low l.evel Navigation
e Coordinate Bombing

f. All Weather Air Drop
g. Command And Control

h. Other Mi1litary Uses.

P
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fhe list above summarizes the military applications which could
enhance a maritime surveillance and security system need by In-—

donesia in the coming years.




AFENDIX B

THE E-2C HAWKEYE

Type: Airborne early warning aircraft.

Accommodation: Normal crew of five on flight deck and in

ATDS compariment in main cabin, consisting of pilot, co-piiot,
combat nformation center officer, air control officer and ra-
dar nperatar.

Avionics: Randtron AN APA-171 rotodome (radar and IFF an-
tennae). General Electric AN AFPS5-139 advanced radar processing
system (ARFS) with overland overwater detection capability (with
AF5-145 schedulled for introduction in 1991 and eventual retro-
fit in all E-2C). RT-988 A IFF interrogator with Hazeltine
U746 AF IFF detector processor. Litton AN ALR—- 73 passive de-—
tection system. Hazeltine AN AFA-172 control indicator group.
iitton OL—-77 ASA computer programmer (L—-304).

ARC—158 UHF data l:ink. ARRQ-3I4 HF data link. ASM-440 in flight
performance monitor. Collins ARC-51A UHF com. AIC-14A inter-

com. Litton AN ASN-92 (LLN-15C) CAINS carrier aircraft iner- ’
Li1al navigation system. GEC avionics standard central air data
computer. APN-153 Doppler. ASN-50 heading and attitude

refference system. ARN-52(V) Tacan. Collins ARA-50 UHF ADF.
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Ferformance: {(at max
Max level speed
Masx cruising speed
Cruising speed
Approach speed
Stailing speed

Service cexrling

ASW-258 ACLS and Honneywell AFN-171(V) radar altimeter.

T.0. weight)
323 knots
311 knots
268 knots
103 knots
74 knots

30,800 ft

Min. T-0 run 2,000 ¢t
T-0 to 50 +t 2,600 ft
Min Ldg run 1,440 +t
Ferry range 1,394 nm
Time on station 175 nm from base 3-4 h
Max endurance éh émin
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